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KEY FACTORS TO A DATA BREACH
-$249278 DevSecOps approach
-$232,867 Employee training
-$232,008 IR plan and testing
-$225,627 Al, machine leaming-driven insights
$221,79%4 IRTeam
-$221,593 Encryption
-$202,347 Security information and event management (SIEM)
-$202,232 SOARTools
-$201,111 Proactive threat hunting
-$196,936 Threatintelligence
-$196,452 Insurance protection
-$187,703 Offensive security testing
-$180,358 Identity and access management (IAM)
-$174,267 EDRTools
-$170,412 Data security and protection software
-$167,818 Board-level oversight
-$162,278 ASMTools
-$130,086 CISO appointed
-$73,082 MSSP
Remote workforce I- $173,074
Supply chain breach - $192,485
IoT or OT enviroment impacted - $195,428
Third-party involvement _ $216,441
Migration to the cloud _ $218,362
Noncompliance with regulations _ $218,915
Security skills shortage _ $238,637
Security system complexity _ $249889
-$300,000 -$200,000 -$100,000 Avg. cost $100,000 $200,000 $300,000
J

Costs of a Data Breach

$4.45 million

Average cost of a data breach
in 2023

THE MAXXSURE M-SCORE DIRECTLY
SUPPORTS:

Effective cost mitigators

/{ng - CISO Appointed
ASM Tools

- Board-Level oversight

- Insurance protection

- Threat intelligence

- Proactive threat hunting
- IRTeam

- Employee Training

- DevSecOps approach

Biggest cost amplifiers

g:):ﬁ - Security system adoption of
a remote workforce

- Supply chain breach

- Third-party involvement

- Noncompliance with

regulations
- Security skills shortage
- Security system complexity.

The following data is from the 2023 cost of a data breach report by IBM and the Ponemon institute.
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